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Question ID Question
CSP CAIQ

Answer

SSRM Control

Ownership
CSP Implementation Description (Optional/Recommended)

A&A-01.1

Are audit and assurance policies, procedures, and standards established, documented,

approved, communicated, applied, evaluated, and maintained?

Yes CSP-owned 1. Hikvision's Cyber Security Department formulates the audit schedules and

contents, executes on-site audits, and updates the audit schedules periodically

based on the needs of Hikvision.

2. The purpose of the audit is to control differences and check if the requirements

of ISO27001, ISO27701, ISO29151 and CSA STAR are met.

3. Hikvision also conducts external security audits by third-party organizations at

the end of each year.

A&A-01.2

Are audit and assurance policies, procedures, and standards reviewed and updated

at least annually?

Yes CSP-owned 1. Hikvision has carried out special information security audit work, and defined the

process and conduction cycle of special information security audits.

2. The audit check list, procedures and standards are updated annually according

to ISO27001, ISO27701, ISO29151 and CCM requirements.

A&A-02.1

Are independent audit and assurance assessments conducted according to relevant

standards at least annually?

Yes CSP-owned The Cyber Security Department organizes comprehensive internal security audits

every year according to the requirements of Internal Audit Management Procedure

of Information Security.

A&A-03.1

Are independent audit and assurance assessments performed according to risk-based

plans and policies?

Yes CSP-owned 1. Hikvision conducts internal audits based on standard requirements and safety

risks that have been detected.

2. Hikvision also conducts external audits by third-party organizations every year.

A&A-04.1

Is compliance verified regarding all relevant standards, regulations, legal/contractual,

and statutory requirements applicable to the audit?

Yes CSP-owned The product development complies with the standards and requirements of

Hikvision's security strategy; the Law and Regulations Team of Hikvision verifies

the legal compliance of Hik-ProConnect/HikCentral Connect/Hik-Connect every

year.

A&A-05.1

Is an audit management process defined and implemented to support audit planning,

risk analysis, security control assessments, conclusions, remediation schedules,

report generation, and reviews of past reports and supporting evidence?

Yes CSP-owned The Cyber Security Department formulates internal audit schedules, conducts

internal audits and risk assessments, and stores corresponding evidence

materials every year.

A&A-06.1

Is a risk-based corrective action plan to remediate audit findings established,

documented, approved, communicated, applied, evaluated, and maintained?

Yes CSP-owned If the Cyber Security Department finds any issues or risks regarding information

security and privacy, the R&D team has to correct the issues or risks before

publishing the product.

A&A-06.2

Is the remediation status of audit findings reviewed and reported to relevant

stakeholders?

Yes CSP-owned After the found issues or risks are corrected, the Cyber Security Department will

verify the effects, propose a further corrective plan, and promote the

implementation.

AIS-01.1

Are application security policies and procedures established, documented,

approved, communicated, applied, evaluated, and maintained to guide appropriate

planning, delivery, and support of the organization's application security capabilities?

Yes CSP-owned 1. Hikvision has released requirements of product development security.

2. Hikvision has security strategies such as security scanning and penetration test

for applications.

AIS-01.2

Are application security policies and procedures reviewed and updated at least

annually?

Yes CSP-owned Hikvision updates service development security requirements and conducts audits

based on its information security baseline every year.
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